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1. %3] Wireshark EZIRIE: H RS IESS A DR g4

2. WIZ MAC ithtk: Tf# MAC Hulibiiging, HHN MAC bl 8%,

3. DITLAKRIMIEED . WAL I i B8, 1 A B st S 3
4. 734 ARP 1HIX: HTU ARP IR ANN &R SC, ML TR AR

=. ZhFH

3.1 Wireshark &7

Wireshark {42 HEiEkd i) 2 IR M B8 TH (Fr8h
Ethereal ) , i Gerald Combs Zw’5 T 1988 4FFRIFIRVFAI KA. MIZEEHEM
OIHTIRARIE A ZEE R G . HARFIARES P25 b SR o LAE S g HE B
W, i Wireshark Xf 4B T 08T, FRATTRERS TR 22 A 17y |
BRI THEE K n . R AT DT IR Y s RERE 025 = R 28 PR R PERE |
ERIEE FIRAIBTEG, BRI 8B RN . A5 R Putg oo
6, BN AR RO OB AT R . SRR 4 55 A . Wireshark T L)
7£ Windows, Linux 1 macOS #A/ER G Hiaty, A&EFHNEIER I, £E1

GEiTHEIZR T UfiE



3.2 LAXM MAC mitg=t

ARSI BT ) 2 A LR (DKM Ethernet 1) . Hirfr, MAC Hitik
( Media Access Control Address, fitfAfFHCEE Sl A ) SiFrEHbaE ( Physical
Address) , HITFEMLZHHRAMK . MAC HihikfKE A 48 i (6 ~F1),
WHRARN 12 4~ 16 #EHIEL, Un: 00-16-EA-AE-3C-40, Hrfi 3 N FI5HY 16
HEHIAL 00-16-EA fRER MM FHIdE Bl . BIALZUE—F7:54F (OUN), &
IEEE 4MAC; 1fijG 3 A1y 16 il AE-3C-40 FFIZ I BT AE ™ iy 5
ML= (AR )RS5

3.3 ARP MY REIBRIE

Wbk fEAT MY ( Address Resolution Protocol, ARP) , FEAEHEK IP Huht
N MAC Mtk 458 AL 285 25 2 A R Bl 4 H AR ML, A ZURIE X
TR MR e CRE 1P Mk ), i B AR pE R B i, i H s
Bl CECT —Bkig s ) 19 MAC #idik,

ARP HSCE KR 28 F5, MAC HihEKE R 6 7 77, IP HihbRKE R 4
o BATFE S LT

o FRMFZERL: JEUI T Ay A E BRI RE, DARIEN 1,

o PMXZEREL: FOREMUR AP HAESERY, 1P HihkRYSEAME N 0x0800,

o MR EFDBGEIRE : 73548 A CF b FI PR BOHE AARE, PAS
AL, FELURM, ETRE ) 6 1 4,

o IREWE (op) @ JURFREX MDA, ARP KN 1, ARP WiRNN 2,

RARP k& 3, RARP Ik 4,
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5.1 WireShark EZ&{EH

1. it Wireshark BN, BN

2. isfT Wireshark #ff:, T2/ 5 mic R SR MZHE DR, SdZ0EEn

WIEAET, FRIATEEEEPEAL, Wireshark #4455 I 45432 11 14 5 T 4n R T s

The Wireshark Network Analyzer
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Welcome to Wireshark

Capture

...using this filter: [ b All interfaces shown

Wi-Fi: en0
utun8
Loopback: 100
awdI|0

llw0

utun0

utun1

utun2

utun3

utuné

S48

Learn

User's Guide - Wiki + Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord ‘- Donate

You are running Wireshark 4.2.0 (v4.2.0-0-g54eedfc63953). You receive automatic updates.

# Ready to load or capture No Packets Profile: Default

3. sl LHAE ERYLL ) P dl s I 4

4, R TERE RS ER DS



Capturing from Wi-Fi: en0

Amge R QessEF & . = @ § & F
1 8-+
No. Time Source Destination Protocol | Lengtt | Info
150 0.44002Y KUl]1eNetwor_/8:4T.. Broaacast AKP OY AKF ANNOUNCEmMENT TOr Lt
151 6.752927 10.99.207.154 224.0.0.251 MDNS 95 Standard query 0x0000 T
152 7.060162 10.99.39.109 224.0.0.251 MDNS 373 Standard query response
153 7.265038 10.99.98.84 224.0.0.251 MDNS 82 Standard query 0x0000 F
154 7.265041 10.99.36.214 224.0.0.251 MDNS 321 Standard query response
155 7.368633 RuijieNetwor_78:2f.. Broadcast ARP 60 ARP Announcement for 1€
156 7.371959 RuijieNetwor_78:2f.. Broadcast ARP 60 ARP Announcement for 1€
157 7.371961 RuijieNetwor_78:2f.. Broadcast ARP 60 ARP Announcement for 1€
158 7.371961 RuijieNetwor_78:2f.. Broadcast ARP 60 ARP Announcement for 1€
159 7.371962 RuijieNetwor_78:2f.. Broadcast ARP 60 ARP Announcement for 1€
160 7.371963 RuijieNetwor_78:2f.. Broadcast ARP 60 ARP Announcement for 12.
. ]
Frame 1: 66 bytes on wire (528 bits), 66 bytes ci 0000 f8 4d 89 88 82 2d 80 @5 88 78 2f cc 08 00 4!
Ethernet II, Src: RuijieNetwor_78:2f:cc (8@:05:8{ 0010 @0 34 f2 a6 40 00 34 06 36 62 7d 78 99 9d 0
Internet Protocol Version 4, Src: 125.120.153.15 gg%g ;2 ;g gi gg ;; g; gg 3? gg g; ;2 g; i? éi ?

Transmission Control Protocol, Src Port: 33334,

0040

d2 b6

~ e

5. fil “aniddfds” Al LAy AARER A RSl 60 i ok o 2O e .

IRIE R A TR e YR MAC, Hi¥) MAC. 8 IP, Hi¥ IP, TCP/UDP

LM . i AEPNMY (HTTP, DHCP) | Wik Port. HuE Port 25,

=0 .
AW 4 =

Wi-Fi: en0

XC Qe EF S

—| @ @ @ F

|arp
No.

arp
057
658
659
662
663
665
669
670
671
674
706

[X]

v]+

ime
31.53309¢

31.534048
31.840535
32.352703
32.659700
33.277491
33.376471
33.376538
33.474581
33.483821
34.200660

Source
Ta:4>:3D:/D:TT:av

36:48:92:48:1e:98
3a:f4:69:f1:20:28
36:48:92:48:1e:98
3a3:f4:69:1:20:28
2a:05:c8:b7:87:a3
GuangdongOpp_76:29..
3a:f4:69:f1:20:28
Apple_88:82:2d
RuijieNetwor_78:2f..
3a:f4:69:f1:20:28

Destination
Broaacast

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

RuijieNetwor_78:2f..

Apple_88:82:2d
Broadcast

Protocol

ARF
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

Lengtr
4z
42
42
42
42
42
42
42
42
60
42

Info
wno

Who
Who
Who
Who
Who
Who
Who
Who

10.99.2.

Who

nas
has
has
has
has
has
has
has
has

has

1U.YY.2448.119¢
10.99.0.17 Tell
10.99.0.17 Tell
10.99.0.17 Tell
10.99.0.17 Tell
10.99.72.1917 1
10.99.0.17 Tell
10.99.0.17 Tell
10.99.2.178? Te
178 is at 80:0%
10.99.0.17 Telll)

Frame 12: 42 bytes on wire (336 bits), 42 bytes
Ethernet II, Src: f6:b0:42:74:42:c2 (f6:b0:42:74

Address Resolution Protocol (request)

0000 ff ff ff ff ff ff f6 b0 42
0010 08 00 06 04 00 01 T6 bo 42

0020 00 00 00 00 00 00 Ga 63 00

74 42 c2 08 06 0
74 42 c2 Qa 63 3
01

O

Address Resolution Protocol: Protocol

Packets: 716 - Displayed: 164 (22.9%)

Profile: Default



W TR ST ) SR T, AT AGRATARR A R 45 K

7. QAR E BB L, T AT iR /iR Ry e A

{UESTITH

4N, ¥ “IPv4 only” , Wireshark H3MHL ipvd 2B 4D,

5.2 M MAC it
Jaglh Wireshark fiifie#dletl, fEar-478 H 0% ping RISCHT ping R REL ) —
BEL, AU B, B ROESLUR MY Destination H1 Source

i MAC Hifik, #HR MAC Mihk2RR, figi OUl {55, I/G F1 G/L fii.

ping <

Destination: RuijieNetwor_78:2f.cc (80:05:88.78:2f.cc)
0. .... .... .... .... = LG bit: Globally unique address (factory default)
.0 .... .... .... .... = |G bit: Individual address (unicast)

Source: Apple_88:82:2d (f8:4d:89:88:82:2d)
.0. = LG bit: Globally unique address (factory default)
.0 = |G bit: Individual address (unicast)

64 bytes from 10.99.0.1: icmp_seq=118 ttl=64 time=12.390 ms

64 bytes from 10.99.0.1: icmp_seg=119 ttl1=64 time=8.129
Wi-Fi: en0 .236
: T .566
@ @ @ It .029
- .022

.019
Destination Protocol | Lengtt Info 368
10.99.0.1 IcMP 98 Echo (ping) request -

10.99.0.1 ICMP 98 Echo (p1ng) request i Z;g

Wireshark - Packet 1580 - Wi-Fi: en0

A m 4 © 0O o = E P
[ icmp and ip.dst == 10.99.0.1
Time Source
1580 70.934305 10.99.251.206
1591 71.939795 10.99.251.206
1606 o e em
1642 73 % -
1653
1672 78 Frame 1580: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on ir
1685 Ethernet II, Src: Apple_88:82:2d (f8:4d:89:88:82:2d), Dst: RuijieNetwor_78:
1700 77 Internet Protocol Version 4, Src: 10.99.251.206, Dst: 10.99.0.1
1711 Internet Control Message Protocol
1726 7€

1737
C—

Frame 15

Ethernet 0000 80 05 88 78 2f cc f8 4d 89 88 82 2d 08 00 45 00 x/ -G - E

Internet
Internet

00 54 a5 50 00 00 40 01
00 01 08 00 18 b8 38 58
79 34 08 09 0a @b 0c od
16 17 18 19 la 1b 1c 1d
26 27 28 29 2a 2b 2c 2d

c4 c3 0a 63 fb ce 0a 63
00 00 65 6T dd 45 00 03
0e 0f 10 11 12 13 14 15
le 1f 20 21 22 23 24 25
2e 2f 30 31 32 33 34 35

T:-P:--@ & o3
8X - -eoE
y4
1 #$%
& ()*+,- ./012345

36 37

No.: 1580 - Time: 70.934305 - Source: 10.99.251.206 - Desti... (ping) request id=0x3858, seq=0/0, tti=64 (reply in 1581)
Show packet bytes

file: Default

ping M ERAI—E EH



Ethernet II, Src: Apple_88:82:2d (f8:4d:89:88:82:2d), Dst: RuijieNetwor_78:2f:cc (80:05:88:78:2f:cc)
Destination: RuijieNetwor_78:2f:cc (80:05:88:78:2f:cc)
Address: RuijieNetwor_78:2f:cc (80:05:88:78:2f:cc)
ve 2a@. tuar wiaw wass w.ua. = LG bit: Globally unique address (factory default)
....... @ veuv veus su2s ax.. = IG bit: Individual address (unicast)
Source: Apple_88:82:2d (f8:4d:89:88:82:2d)
Address: Apple 88:82:2d (f8:4d:89:88:82:2d)
BEEd e Ty . = LG bit: Globally unique address (factory default)
....... @ vouv vews suss axsw = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 10.99.251.206, Dst: 10.99.251.198

DHTBAK AT M5+

=)

R — R, i Ethernet Il JBFF, &F MAC M4 TEL

Ethernet II, Src: Apple_88:82:2d (f8:4d:89:88:82:2d), Dst: RuijieNetwor_78:2f:cc (80:05:88:78:2f:cc)
Destination: RuijieNetwor_ 78:2f:cc (80:05:88:78:2f:cc)
Address: RuijieNetwor_78:2f:cc (80:05:88:78:2f:cc)
ver 2200 waus swss wess swss = LG bit: Globally unique address (factory default)
....... O vave wvus wues wwa. = IG bit: Individual address (unicast)
Source: Apple_88:82:2d (f8:4d:89:88:82:2d)
Address: Apple_88:82:2d (f8:4d:89:88:82:2d)
vens 240u waue swse ssss aeas = LG bit: Globally unique address (factory default)
= IG bit: Individual address (unicast)

Type: IPv4 (0x0800)
Frame 1580: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface en0, id 0
Ethernet II, Src: Apple 88:82:2d (£8:4d:89:88:82:2d), Dst: RuijieNetwor 78:2f:cc
(80:05:88:78:2f:cc)
Destination: RuijieNetwor 78:2f:cc (80:05:88:78:2f:cc)
Address: RuijieNetwor_78:2f:cc (80:05:88:78:2f:cc)
0. .oce weee oo ... = LG bit: Globally unique address (factory default)
....... 0........... =1G bit: Individual address (unicast)
Source: Apple 88:82:2d (£8:4d:89:88:82:2d)
Address: Apple 88:82:2d (£8:4d:89:88:82:2d)
0. e weee oo ... = LG bit: Globally unique address (factory default)
....... 0.......... =1Gbit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 10.99.251.206, Dst: 10.99.0.1
Internet Control Message Protocol

5.4 ARP 1Y
1. il arp —F 454, 5234011 ARP Z24¢, JFi Wireshark, ping AHLIY
W Behl , 78 Rl ugge s iER A “arp 7, WESHIRM ARP R CHIAAS

TBL, TR /R R

ARP B3R . AHZHKAR—FEMANA—aRER, KRE— ARP HK, XMERE
BERIEFFEN MAC IRl 1P il MR BIRR&ER P Hbit,



ARP MmR7 . UWE] ARP IERMIERSHREIERFHEL: P HUREESEHCH P HULITE,
WMRLE, ZRESKXE— ARP I, HNYFEET BIAFREN MAC HibFl P it
IR EIEEH MAC HiHEFD P HbiiE,

Apple_88:82:2d Broadcast ARP 42 Who has 10.99.251.1957 Tell 10.99.251.206
RuijieNetwor_78:2f.. Apple_88:82:2d 60 10.99.251.195 is at 80:05:88:78:2f:cc

Frame 378: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface en@, id 0
Ethernet II, Src: Apple_88:82:2d (f8:4d:89:88:82:2d), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Address: Broadcast (ff:ff:ff:ff:ff:ff)
vars sali wier weas swes ae.. = LG bit: Locally administered address (this is NOT the factory defau
....... 1 .ius suss axes 22a- = IG bit: Group address (multicast/broadcast)
Source: Apple_88:82:2d (f8:4d:89:88:82:2d)
Address: Apple 88:82:2d (f8:4d:89:88:82:2d)
vers 22@. ciut suws waus we.. = LG bit: Globally unique address (factory default)
....... O «ovv suvs axex waa. = IG bit: Individual address (unicast)
Type: ARP (0x0806)
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: Apple_88:82:2d (f8:4d:89:88:82:2d)
Sender IP address: 10.99.251.206
Target MAC address: Xerox_00:00:00 (00:00:00:00:00:00)
Target IP address: 10.99.121.1

2. flifH] arp —F @14, WEEAYLUN ARP 17, JFiE Wireshark, ping 5441
PIBCATRI P ik lidsl 44, WEAHFAY ARP HRSCHYASASTB, 2o bridR /o b
AR

B AL T B 0 W O A B A 8 B RN . ARP R4 FHRACHL R 2% 1Y

M) MAC sk, miAZHER [P bk MAC ik,

Apple_88:82:2d Broadcast ARP 42 Who has 10.99.0.17 Tell 10.99.251.206
RuijieNetwor_78:2f.. Apple_88:82:2d ARP 60 10.99.0.1 is at 80:05:88:78:2f:cc

L T BoRidjE#s )5, Wireshark F40ELTAE R 2052

T, BrdiEss RETE Wireshark (WA AR A LT R B RELMHHFNEIEE. DERR
EILX?E?%’I‘E#%"E%EEE’\J%@E@

2. MAC MR JER 1P B KA BRI KRR IR IC SR T I Ik

— P EHRIR O I R A — D E S MAC I TER, BURTRZA) MTU K/,

M ping KE—1KTF MTU B IP ERE T IR E| R AR . SWEFRR

base) nanmener@Haotians-MacBook-Pro ~ % ping -s 200@ chenhaotian.top
PING chenhaotian.top (124.223.64.95): 2000 data bytes
008 bytes from 124.223.64.95: icmp_seq=0@ tt1=49 time=18.367 ms

2008 bytes from 124.223.64.95: icmp_segq=1 tt1l=49 time=18.514 ms
2008 bytes from 124.223.64.95: icmp_seq=2 tt1=49 time=26.646 ms
2008 bytes from 124.223.64.95: icmp_seqg=3 ttl=49 time=70.703 ms




Internet Protocol Version 4, Src: 10.99.251.206, Dst: 124.223.64.95
0100 .... = Version: 4
.. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x0@0 (DSCP: CS@, ECN: Not-ECT)
Total Length: 548
Identification: @xbdcc (46284)
000. .... = Flags: 0x0
...0 0000 1011 1001 = Fragment Offset: 1480
Time to Live: 64
Protocol: ICMP (1)
Header Checksum: @xffe3 [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.99.251.206
Destination Address: 124.223.64.95

v [2 IPv4 Fragments (2008 bytes): #4(1480), #5(528)]

[Frame: 4, payload: 0-1479 (1480 bytes)]

[Frame: 5, payload: 1480-2007 (528 bytes)]

[Fragment count: 2]

[Reassembled IPv4 length: 2008]

[Reassembled IPv4 data [truncated]: 0800329ddd5b0012656fe717000a634b08090a0b0c0d0e0f101112131415..

3. ping [a]— sk NI EHUAL RIS AL, #2774 ARP R3CA? B R

ARP RSCHPIAR, MFA7

B IRET A ARP HRIC, AEET. BEMARBER ARP ZEEEEBIREHIA MAC Hidlt,
RN INEEH) ARP ZE 1M XA MAC thilt.

N EROFEERS

BIF S5 Wireshark ZIHER ST RISLLE . T WEBIRE AR ITE 7 ERAR
TR, EXEP, BANFER T WEEA Wireshark X—32KAINAE DT TR, MEXT ARP
W, MAC HEHEMIURMEESHE 7 EINEMEIIAR.

Wireshark RYSTHIASF. TIRESR K. 1LIXEEWSEEFAMBER T AT MR R, Wi ki g ae AN
ErIESROER, WESTMEASELFELIAOTNEIESR . XX TM4EEBAISH
TPEREN TR BRI,

X MAC thIER T MEEANRANT . AESKIE . FUET MAC thitf%EH . TR BiEah
IEEE D ECRYBRME— RS AR ERIEE R~ MRS, BIDHT ping S EREIRE.
B —FIEMR T MAC Hhlit & TR — MR SR R I AOMES

FEMT ARP X ESERE . BT RRATR TAEIRIES T BB AER. ARP HMUBIEIR
RIMZERT, & P HUHEAT AR A) MAC it FR T BURRESTE BN A EFthE%
F R, KRR ARP R ESTRCUHH TR, ILHAR T ARP ZiEHEEE.

HIEFEIT AN, B ERRAERS. MR PSR E M Te% . B
XA RI AT, B IUAMA TES XA 7 ERIERE.

RSB AMRS 7 HATHRAE S . IR T Bt MAEXFIEIE S m RIEER. TEIR
7, WENHTE—NEXEEBAGUS, Wireshark NZMNLE TRITATHEHA TR, BiTX
REW, WEMBET RERNFEIMERARGRD, FRGEXLEMZDEEIAIREKE I
THEPREEREM.

3.2-—I|P 5 ICMP &4



—. XREW

IP I ICMP [hilJ2 TCP/IP W& h ML Z B, M FhEE R . XdE
LI RN A 55 R R T B AR o ARSI BEORGRE ] Wireshark %X
8, Mg 1P Bl rFEAR S, 2Bk i o s Z4 36T ICMP MY ping
M traceroute 4> K H T AR,

. ZBRAE

Ja3h Wireshark, Al (25 fin &S00 7 i B2 AL 32 AR A BOEIR -

1. 117 ping <, MR IP HIERFA ICMP 803X AI4543: iid Wireshark
A E R TP A ICMP AR SCHT 1P Bl rYZ5H: . R LS ICMP
TSRS E R, B P SR soE B S 14

2. INZ ping @IS EL, ME IP #UERDF: T ping 4240 MTU,
AR R AR S A 1P Bdlilor i, FEEE 1P Baidk Zsta et

3. $11T Traceroute W<, MZE ICMP ZREIRXMNEN, HoOWMEIEFRE:
i Linux #ERGRBEY traceroute fird (B Windows RZEHALY
tracert A% ), HARFIHTIZATS AR IP Sk, FERITEEACR) ICMP
ZEREROC, SRR AR, i ey S PATIE RP EES B K, R
traceroute 1 TAEJHL,

= EREHE

3.1 IP R EIEIRIB T

MFrE Y (Internet Protocol, IP) , j& TCP/IP KRR EMLE 2L, Al
SEB AR S Al I 28 B FLOE , A ENLRAETCE R . S B EE AL

10



M5 . TEMBREMSEE 4 IR (IPv4) w, IP B — A K, afhE
FER P

3.2 ICMP YRR X A&\

PR] A X 42 i 4 SC MY (Internet Control Message Protocol, ICMP) , T IP &
Pl BEHgsZ AR R R o ) B2 Mg R miEm . FHLRA AL, B
HIJ2 75 AT A P2 A S I I A N R, X% TR a4 Tl B F 2 EH]

ICMP i SCAYZERI T LA ICMP 22554 SCHT ICMP SRR SCHifl . ICMP 22
BRSO E R L AR | PRI B SRR R EE A 5
ICMP IR SCA AT R AN I RIBGE SR N2 | Hhk RS R SR A 2 LA
Lt gty AnE s 4

1. ping fir%, MM EASN TRZ — Bl EVEH T ping 4r
Al —ANEE I H B EPL L %0 ICMP (1] 53R ( Echo request ) #i23C, 74
FRHEGR [ ICMP [l g 3% (Echo Reply ) o ping 2> ] LAAS I 2% ) 3% e 4
T B S ) AR ] ( Round Trip Time ), 5 2 757 4l .25 2R st 3R
DTS B 73 A R0 2885 B

2. traceroute/tracert 7%, FIH TTL FEAM ICMP 22825 SC, &4k IP %k
P s e e (SEmaER ) o WEISI TR 2 B 1 LR AAT
] (TTL) AfEE ICMP [ ERIRSC, B RS H Y ENUNE, I o4

IO 54T SR A B AR RN I S o
HIOGIRENIGE—A TTL=1 1 ICMP R3¢, SH— i Bz sos, TTL
W1 AR O JFEFFMARSC, RE—1 [ICMP time exceeded] W E . THFENL

X ANH S P Bk A K gt Ae B — R E B A5, KUk

11



K ICMP #fcry TTL (8, mTRASRIRE AR B S 2k hasnfE B 205k H it
i, HirEHLRE—4 [ICMP port unreachable] BIHE., ik EEHIN IP 5k
HRC A ERBA, I, traceroute 4 &L L&A T i@ 0] HAR EHLERR
BRI E R

o, SEBRi&H

WA Wireshark #{: PC Hl—&, AT Rl Rrss,

. ZBEIR

5.1 ping &%

AHUEZ) Wireshark #ft, g2 im0 (4 ethO, wlan0) 5 SAJ57E
L S M A% . ping IP Huhik/35844

1. f£ Wireshark Withlash i Eadig kit s g iE 4y icmp, W W/RH

FIr3RI ICMP S8 4.

[ NON ) Wi-Fi: en0
@ e = =H=LI
AN i BNRO Res=3 s JE aaarw
[ |icmp [X] v] +
Source Time Source Destination Protocol |Lengtt Info ] i
psre linfo! 33 7 9g3991 10.99.251.206 124.223.64.95 1CMP 98 Echo (ping) request id=0xef5c, seq=7/1792, t
14 1.019831 124.223.64.95 10.99.251.206 ICMP 98 Echo (ping) reply id=0xef5c, seq=7/1792, t
24 2.007244 10.99.251.206 124.223.64.95 ICMP 98 Echo (ping) request id=0xef5c, seq=8/2048, t
25 2.026739 124.223.64.95 10.99.251.206 ICMP 98 Echo (ping) reply id=0xef5c, seq=8/2048, t
29 3.015373 10.99.251.206 124.223.64.95 ICMP 98 Echo (ping) request id=@xef5c, seq=9/2304, t
30 3.032734 124.223.64.95 10.99.251.206 ICMP 98 Echo (ping) reply id=exef5c, seq=9/2304, t
39 4.016761 10.99.251.206 124.223.64.95 ICMP 98 Echo (ping) request id=@xef5c, seq=10/2560,
40 4.033148 124.223.64.95 10.99.251.206 ICMP 98 Echo (ping) reply id=0xef5c, seq=10/2560,
60 5.021374 10.99.251.206 124.223.64.95 ICMP 98 Echo (ping) request id=0xef5c, seq=11/2816,
62 5.038128 124.223.64.95 10.99.251.206 98 Echo (ping) reply id=0xef5c, seq=11/2816,
68 6.026182 10.99.251.206 124.223.64.95 98 Echo (ping) request id=@xef5c, seq=12/3072,
L 69 6.043534 124.223.64.95 10.99.251.206 98 Echo (ping) reply id=exef5c, seq=12/3072, ttl=4¢

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bit
Ethernet II, Src: Apple_88:82:2d (f8:4d:89:88:82:2d), Dst: Ruiji
Internet Protocol Version 4, Src: 10.99.251.206, Dst: 124.223.64
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 84 °
Identification: @xf157 (61783)
000. .... = Flags: 0x0
..0 0000 0000 0000 = Fragment Offset: @
Time to Live: 64
Protocol: ICMP (1)
Header Checksum 0xc5e1 [valldatlon disabled]

) 80 05 88 78 2f cc f8 4d 89 88 82 2d 08 00 45 00 coex/M
00 54 f1 57 00 00 40 01 c5 el 0a 63 fb ce 7c df ‘T-W--@
40 5f 08 00 18 08 ef 5c 00 06 65 6f ea d4 00 07 @ - - -\
b5 46 08 09 6a @b Oc @d 0e 0f 10 11 12 13 14 15 n [l

16 17 18 19 la 1b 1c 1d 1le 1f 20 21 22 23 24 25 sree
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &' ()*+,-
36 37 67

) 'V wireshark_Wi-FiWW2HF2.pcapng $4: 87 - ERR: 14 (16.1%) - EEF: 0 (0.0%) EE: Default

2. 55i5 Internet Protocol Version 4 J&FF, &F IP ¥ieHt, Fruss 1P ¥ifE

WA TR T BN
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Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface en@, id @
Ethernet II, Src: Apple_88:82:2d (f8:4d:89:88:82:2d), Dst: RuijieNetwor_78:2f:cc (80:05:88:78:2f:cc)
Internet Protocol Version 4, Src: 10.99.251.206, Dst: 124.223.64.95
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 84

Identification: @xf157 (61783)

000. .... = Flags: 0x0

...0 0000 0000 0000 = Fragment Offset: @

Time to Live: 64

Protocol: ICMP (1)

Header Checksum: @xc5el [validation disabled]

[Header checksum status: Unverified]

Source Address: 10.99.251.206

Destination Address: 124.223.64.95
Internet Control Message Protocol

3. i Internet Control Message Protocol J&FF, #F ICMP 3¢, Ff#Reml

2. (Echo Request Fil Echo Reply ) 4 CHI B # 7B,

Type: 8 FR7NIXs& Echo Request
Type: 0 F7RIX2 Echo Reply

Internet Control Message Protocol
I Tvpe: 8 (Echo (ping) request)

Code: 0

Checksum: ©x1808 [correct]

[Checksum Status: Good]

Identifier (BE): 61276 (@xef5c)

Identifier (LE): 23791 (@x5cef)

Sequence Number (BE): 6 (0x0006)

Sequence Number (LE): 1536 (0x0600)

[Response frame: 2]

Timestamp from icmp data: Dec 6, 2023 11:30:28.505158000 CST

[Timestamp from icmp data (relative): 0.000106000 seconds]

Data (48 bytes)
Data: 08090a0b0c0d0e0f101112131415161718191alblcldlelf202122232425262728292a2b2c2d2e2f3031323334...
[Length: 48]

Internet Control Message Protocol

Type: @ (Echo (ping) reply)

Code: ©

Checksum: ©x1038 [correct]

[Checksum Status: Good]

Identifier (BE): 61276 (@xef5c)

Identifier (LE): 23791 (@x5cef)

Sequence Number (BE): 7 (0x0007)

Sequence Number (LE): 1792 (0x0700)

[Request frame: 13]

[Response time: 15.840 ms]

Timestamp from icmp data: Dec 6, 2023 11:30:29.509204000 CST

[Timestamp from icmp data (relative): ©.015891000 seconds]

Data (48 bytes)
Data: 08090a0b@c@d0edf101112131415161718191alblcld1elf202122232425262728292a2b2c2d2e2f3031323334352
[Length: 48]

4. 352 Wireshark Witsdy, B ARMZ M4 ping IP #iht /3845 - 1#length,
IFRRREXS LUHT S IR AT ping M5, Hrf, -l #length #fiE echo %
WK A #length, HERIME R 32 77, H/NT 65,527 F7,

S—IK ICMP %l 7485 9 1008 747, 45—k N 64 575,

13



(base) nanmener@Haotians-MacBook-Pro ~ % ping chenhaotian.top -s 1000
PING chenhaotian:top (124.223.64.95): 1000 data bytes

1008 bytes from 124.223.64.95: icmp_seq=0 ttl=49 time=17.151 ms
1008 bytes from 124.223.64.95: icmp_seq=1 tt1=49 time=17.749 ms
AC

--- chenhaotian.top ping statistics -—-

2 packets transmitted, 2 packets received, @0.0% packet loss
round-trip min/avg/max/stddev = 17.151/17.450/17.749/0.299 ms
(base) nanmener@Haotians-MacBook-Pro ~ % ping chenhaotian.top
PING chenhaotian.top (124.223.64.95): 56 data bytes

64 bytes from 124.223.64.95: icmp_seq=0 ttl=49 time=18.829 ms
64 bytes from 124.223.64.95: icmp_seq=1 ttl=49 time=16.601 ms
AC

--- chenhaotian.top ping statistics ---

2 packets transmitted, 2 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 16.601/17.715/18.829/1.114 ms

10.99.251.206 124.223.64.95 ICMP 1042 Echo (ping) request
124.223.64.95 10.99.251.206 ICMP 1042 Echo (ping) reply
10.99.251.206 124.223.64.95 ICMP 98 Echo (ping) request
124.223.64.95 10.99.251.206 ICMP 98 Echo (ping) reply

5. MLAZWHE #length (AR/N( Il 1000 F15,2000 F{5F1 4000 F15 ),
WUEE 1P Bl AT 2200 7 SRS 1P Bl A i S R BRI Bl e 27 3

SEINZMZ I MTU, #J7E Wireshark idsrh#c4k “IPv4 fragments” i H .

MTU{ER& 1500 F1. 815 IPk (20 F75) FICMP Lk (8 F15) R, IR &AL
g 1472 7%, BNHEEEDF.
F ICMP EdR 1 E 0 1008 BF, Aor . BdETAE A 2008 #4008 B, KA A, MMEPR.
2008 73 K &L -
[2 IPv4 Fragments (2008 bytes): #92(1480), #93(528)]
[Frame: 92, payload: 0—1479 (1480 bytes)]
[Frame: 93, payload: 1480—2007 (528 bytes)]
4008 73 Fr &L -
[3 IPv4 Fragments (4008 bytes): #121(1480), #122(1480), #123(1048)]
[Frame: 121, payload: 0—1479 (1480 bytes)]
[Frame: 122, payload: 1480—2959 (1480 bytes)]
[Frame: 123, payload: 2960—4007 (1048 bytes)]
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(base) nanmener@Haotians-MacBook-Pro-~ %:ping chenhaotian:top =s 1000

PING chenhaotian.top (124.223.64.95): 1000 data bytes

1008 bytes from 124.223.64.95: icmp_seq=0 ttl=49 time=20.520 ms

1008 bytes from 124.223.64.95: icmp_seq=1 tt1=49 time=57.200 ms

AC

--- chenhaotian.top ping statistics ---

2 packets transmitted, 2 pdckets received, 9.0% packet loss

round-trip min/avg/max/stddev = 20.526/38.863/57.200/18.337 ms

(base) nanmener@Haotians-MdcBook=Pro~-% ping chenhaotian.top -s 2000

PING chenhaotian.top (124.223.64-95):2000 data bytes

2008 bytes from 124.223.64./95: icmp.seq=0-ttl=49 time=17.873 ms

2008 bytes from 124.223.64.95: icnp_ seqg=1 ttl=49 -time=20-079 ms

AC

--- chenhaotian.top ping statistics --=

2 packets transmitted, 2 padckets. réceived, '0.0% packet loss

round-trip min/avg/max/stddev = 17.873/18.976/20.079/1.103 ms

(base) nanmener@Haotians-MdcBook-Pro ~ % ping chenhaotian.top -s 4000

PING chenhaotian.top (124.223.64.95): 4000 data bytes

4008 bytes from 124.223.64.95: icmp_seq=0 ttl=49 time=17.888 ms

4008 bytes from 124.223.64.95: icmpiseq=1 ttl=49 time=17.982 ms

AC

--- chenhaotian.top ping statistics ---

2 packets transmitted, 2 packets received, 0.0% packet loss

round-trip min/avg/max/stddev = 17.888/17.935/17.982/0.047 ms
nanmener@Haotians-MacBook-Pro ~ %

Time Source Destination Protocol | Lengtr Info

2 10.99.251.206 124.223.64.95 request id=0x705e, seq=0/0, ttl1=64 (rg
34 2.064460 124.223.64.95 10.99.251.206 ICMP 1042 Echo (ping) reply id=0x705e, seq=0/0, tt1=49 (re
47 3.049253 10.99.251.206 124.223.64.95 ICMP 1042 Echo (ping) request 1id=0x705e, seq=1/256, ttl=64 (
48 3.106126 124.223.64.95 10.99.251.206 ICMP 1042 Echo (ping) reply id=0x705e, seq=1/256, ttl=49 |
93 9.461044 10.99.251.206 124.223.64.95 ICMP 562 Echo (ping) request id=0x725e, seq=0/0, tt1=64 (re
95 9.478765 124.223.64.95 10.99.251.206 ICMP 626 Echo (ping) reply id=0x725e, seq=0/0, tt1=49 (re
100 10.466649 10.99.251.206 124.223.64.95 ICMP 562 Echo (ping) request id=0x725e, seq=1/256, ttl=64 |
102 10.485858 124.223.64.95 10.99.251.206 ICMP 626 Echo (ping) reply id=0x725e, seq=1/256, tt1=49 |
123 14.987220 10.99.251.206 124.223.64.95 ICMP 1082 Echo (ping) request id=0x765e, seq=0/0, ttl=64 (re
126 15.004912 124.223.64.95 10.99.251.206 ICMP 1210 Echo (ping) reply id=0x765e, seq=0/@, tt1=49 (re
133 16.000482 10.99.251.206 124.223.64.95 ICMP 1082 Echo (ping) request id=0x765e, seq=1/256, ttl=64 (
136 16.018132 124.223.64.95 10.99.251.206 ICMP 1210 Echo (ping) reply id=0x765e, seq=1/256, ttl=49 |

Internet Protocol Version 4, Src: 10.99.251.206, Dst: 124.223.64.95
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x0@0 (DSCP: CS@, ECN: Not-ECT)
Total Length: 548
Identification: 0xae23 (44579)
000. .... = Flags: 0x0@
...0 0000 1011 1001 = Fragment Offset: 1480
Time to Live: 64
Protocol: ICMP (1)
Header Checksum: 0x068d [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.99.251.206
Destination Address: 124.223.64.95
v [2 IPv4 Fragments (2008 bytes): #92(1480), #93(528)]
[Frame: 92, payload: 0-1479 (1480 bytes)
[Frame: 93, payload: 1480-2007 (528 bytes)
[Fragment count: 2]
[Reassembled IPv4 length: 2008]
[Reassembled IPv4 data [truncated]: 08004dad725e0000656fefla@0@eabdc08090a0b0cOdOedf10111213141516
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Internet Protocol Version 4, Src: 10.99.251.206, Dst: 124.223.64.95
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 1068
Identification: @x2df5 (11765)
000. .... = Flags: 0x@
...0 0001 0111 0010 = Fragment Offset: 2960
Time to Live: 64
Protocol: ICMP (1)
Header Checksum: 0x83fa [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.99.251.206
Destination Address: 124.223.64.95
v [3 IPv4 Fragments (4008 bytes): #121(1480), #122(1480), #123(1048)]
[Frame: 121, payload: ©0-1479 (1480 bytes)]
[Frame: 122, payload: 1480-2959 (1480 bytes)]
[Frame: 123, payload: 2960-4007 (1048 bytes)]
[Fragment count: 3]
[Reassembled IPv4 length: 40081
[Reassembled IPv4 data [truncated]: 0800bbf6765e0000656fef200007704c08090a0b0c0d0e0f101112131415161

5.2 traceroute @<

AHUHZ) Wireshark #off, g2 Wit (4 ethO, wlan0) 5 #5718
Lk A A4 traceroute IP Hihl /54 .

1. JAgh Wireshark #ff, WEFEIENTRIRZHED, BCEAIEFMF iemp.,

2. ] traceroute v, HMEHUZINMI—G B

nonmenea
te to
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®0®

- = D e . = )
AN & © EE Y | & § If
[ |liemp E3 -] +
Time ime Source Destination Protocol |Length Info

frame.time_relative .. 580466 10.106.40.1 192.168.1.117 ICMP 94 Time-to-live excet
34 4 666 ime-

w

AR OB A S W

8

RS s s s e S e e

3. fiili Internet Control Message Protocol J&JT, #F& ICMP 244 3c, gk

FHARFE ICMP iR SCEA FIFBL N2
Type: 11 (Time—to—live exceeded)

RXANFERRR ICMP IR3CAIEEY, K8 1 R EBH.

Code: O (Time to live exceeded in transit)

RIL 0 58 11 —EREIREEEZAIRES TTLEXEF 0,

Checksum: Oxc26b [correct]
R THRREEmEE S

iy
e
g
i
)

i

Unused: 00000000
XANFERAERE 11 5 ICMP RSCAKREA.
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Internet Control Message Protocol
Type: 11 (Time-to-live exceeded)
Code: @ (Time to live exceeded in transit)
Checksum: @xc26b [correct]
[Checksum Status: Good]
Unused: 20020080
Internet Protocol Version 4, Src: 192.168.1.117, Dst: 221.183.45.101
0108 .... = Version: 4
«asa B101 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS®, ECN: Not-ECT)}
Total Length: 52
Identification: @x4ffc (20476)
210. .... = Flags: ©x2, Don't fragment
...0 G000 Q200 0BRe = Fragment Offset: @
Time to Live: 1
Protocol: UDP (17}
Header Checksum: 8x5c83 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.117
Destination Address: 221.183.45.181
User Datagram Protocol, Src Port: 58286, Dst Port: 33435
Data (24 bytes)
Data: 0000000000000 0000R00R00R0RO0ARAR0RA0R00RE000RROA
[Length: 24]

4. 5 ICMP RSO REHEIEX G ~EE, FiiR traceroute TEJRIE,

traceroute &% TTL EIREBESEMRM (=1) PHEIEE. SHEUREET— 1 EH:E. ©MN TIL &
MERD 1. YEIRBMN TIL ERZE 0 i, BRARSEFIZEUEE. FHAE— ICMP “if
BB L MR 25 & IKE . traceroute IEULE] ICMP NN G, SiBIE TTL H, HEAES— R
B, R TTL B, BE2EAR BN FEYESARI LR ABEIRS . YEEEEAENE
Y, BIrSEE—PAEXER ICMP iR, HUWEXFEEA ICMP $5IRAT . traceroute
BEELKTABRM, HERBEELR,

oy -L§3 . [. (1] O.fob. 0 | 10164 | (0. f0.127- |

Ccho e ueif
T T T
£ TTL *xcpec|
TICL
- TTL @xedy
T >

] TTL ex
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N EROFEERS

BITIXORSELS . BXSMEE Y IP FICMP BT ERANRIERE ., BT 1E Wireshark 2415k
MOTEIEE, FxT P BUEIRAE AR ICMP IR THERIER 7 EEWAIIAIR,

AT ping SFLHIEIER . FYERET ICMP 18EIRXAIEEH . FrBE LLRIE RS B R,
BT e P EEIEFR ENRE. XMEEILIEIRE]T ping TREMSISHHHE
ZEA. © O IUE BB RER N 4% 8 M AT EIREIR A TR 8],

BT ping f L HISEKRAA 1P BIRIRAID R . 3T MRE HBURIRAI A/ BT M ZE 9 MTU
PR&URT &%ﬁﬁAkiﬁH XAMEREF, BIMRE T MTU EREZRTHNERENE, F8
BET 5 A MR I RE S~ AR RN,

AT traceroute AR, FBIL X4 ICMP %%?E’LK TRFRT traceroute Tp ¥ B L1E/RIE
MEMMEFEEEMNEEHEE ., BIEXRRE, BREBEBRIMRAEXERELES . XFEHK
SEUR B AN R ERANIEER 7 ERZINIERE.

XAKENMIRS 7 HROEERREELSD, BINRT R WERMUAINR, B s F ik,

HEMPAR THLIANNANE, R THNMERARERAARNE, ERKOF
SRMIEd, BTBRERRMELE, ARS8 CEMERARTEHA T WKFE.
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