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AN, TERA MR B G2 JEAFERIA TH2N%ZE, EA FLASH RGEH] T, 3A STM32 iKY
FLASH {E2 5| A REIE# AR B2

FFOA, AT B H A AR TR LA B, E3EAMr OPENWRT [y [ {4 N 2%, FoA1HT 55 B H2
#r squashfs N ZS, (H2FA1{# H PySquashfsimage 4

from PySquashfsImage import SquashFsImage

image = SquashFsImage.from_ file(’./openwrt—11.19.2023 —x86—64—generic—squashfs—combinec
for item in image:
print (item .name)

image. close ()

SRIFAL R ARG, BRBER R squashis 4.0 13/
BT, FATUMH T squashfs-tools (9 T 5, FEFATE CLY debian 4 5 b7 1R
BT file i 428 SCPHRE B BB R % B — SR B, X TR gitg, MNP,
T X AT REAEAE T A S

83 Lunux

B
openwrt-11.19.2023-x86-64-generic-squashfs-combined. imgl

> ppenwrt-11.19,2023-x86-64-generic-squashfs-combined. img2

K Ia— A K A2 ER squashfs SCHF, IRFATTE LM — R 50775, B dd e AR
BT R, T IATX AN E AR, RAESEE, FrABATe$E 7 L E gt — A BB 75K, S Bl



W gpio 1) THA 5L
i cpio T HSBL#{L rootfs.img

cpio -ivind < rootfs.img

io: Malformed number [pFE
io: Malformed number pFE
io: Malformed number FEp

: Malformed number FEpU
io: Malformed number FEpUM
io: Malformed number FEpUM
io: Malformed number EpUM{
io: Malformed number pUM{.
io: Malformed number pUM{.!
io: Malformed number pUM{.!
io: Malformed number UM{.!
io: Malformed number M{.!M
io: Malformed number {.!M1
io: Malformed number {.!M1

: Malformed number .!M1
io: Malformed number !M1
io: Malformed number Mlv
io: Malformed number Mlv
io: Malformed number Mlv

: Malformed number 1v
io: Malformed number v
io: Malformed number vo
io: Malformed number vo
io: Malformed number vo

: Malformed number o?
io: Malformed number o?
io: Malformed number o7S
io: warning: skipped 620474 bytes of junk

warning: archive header has reverse byte-order

1%nD~8xyBHG: . X%=I[Cj-2@_5xe=Rt:Vc~!;\YjCZ[pFEpUM{. IM1vo?S [lolx"j=XD_J
cpio: warning: skipped 2945 bytes of junk
cpio: yajBXTO;Ad)a$N f(
}s1-91;J0I,VPA
el;w'on

N5q
DhtuGN+5HRERZ67WvQO! vy | 09z
K
&2"AU}T wF}: unknown file type
cpio: premature end of file
root@6aaz2f5d24d39:~# 1s
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TEFBUSCPFIAL PR, AITERAT T4 o X ESH R il AR AR B -

T ARFA T binwalk 22 BUEATIE 300 T

binwalk 734 I S AT BB P13k B8 SCPERGE, ARt R 0 e iR A8 20 LA B3 B ) f
Bk, -e 280, ASHCEFEER HRIBrA SRR TR .
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PrECESCPER N AL G, BSOS . R lmAs . DA E S AL B

FMTH python FE Rk by —HEHI SCHE I RTA FY, IR BB P iR e S5t TigdT, 5
ffgdhl, SCPRMER, SCUPRRASS, SRR (EAR(E it .

binwalk.scan p{EIE



binwalk.scan & Binwalk FEFEHER L, FTX SCH#EATHT . 8 A58 SR 4E input_file path,
signature=True (F/RPUTEZBIL) . quiet=True (MPHIEFH L) FSE, PWATRESCHRZEL 3T
Module X4 [9 4 [ :

AEIH module X MAFEMATHIE . it binwalk.scan IR [FIALER, #6 TR THORSER .

Result X413 7 :

XFREAEEE, module.results £ 7 TIZMHATIILE RN . W7 result X4, B THITER
FIEEE R, Wmfea. HiR%. AbPRES SRS BnH -

PEHL result WSS . MBS R . il format result pRECHHIAE B THE LA BT, F44
—TifE E ST AT

TEVR I FAT T R B A [ SO R 22 5, AP S BANDERC TS Ol . A, FROTIMA T Raad
FRALA,  DABA ORAS 3 78 TR 45 o [ 424 S48 BT S5 1 D0 B R A8 DR B Pk

[ B R AT A AL B 25 R AE B AR B 5 SO AR, T 4 T R A th s 8], X FRAT e 2kt
RIS T R, R FATTi S os.path.basename R AREUCIF4 , bt s A (AR

T I S R R IR T RS

ulmage header:

444 openwrt-11.19.2023-ramips-mt7621-linksys_ e5600-squashfs-factory.bin

A HiE: 0x00000000

Hik: UACH) ulmage %, EUTZEME A ulmage MM AR, SRHE T RTINS
CRC. QIgmfE . FgIoh. Fdutk. Argl. &l CRC &{EA.

header size: 64 bytes,

header CRC: 0x43BC676,

created: 2023-11-18 19:37:08,

image size: 3022052 bytes,

Data Address: 0x80001000,

Entry Point: 0x80001000,

data CRC: 0x66350186,

OS: Linux,

CPU: MIPS,

image type: OS Kernel Image,

compression type: none,

image name: "MIPS OpenWrt Linux-5.15.137",

Copyright string:

fiFs itk 0x000015BC

g DEECEIBAUE BRG] R AN KA A .
”Copyright (C) 2011 Gabor Juhos <juhosg@openwrt.org>",

LZMA compressed data:

itk 0x0000168C fifiid: VLRCH| LZMA R, ORI FHAAAEL LZMA Egaiiidiisk. 52
BT EGREE . TR NIR R RN B

properties: 0x6D,

dictionary size: 8388608 bytes,

uncompressed size: 10017917 bytes,



UBI erase count header:

A Hdl: 0x00400000, 0x00420000, 0x00440000......

f§iA: PEft3] UBI (Unsorted Block Images) EFRiTHCKHS, RIZE S04 UBL #ER1T4L
=H. Pt THA . EC (erase counter) {H. VID header fifs. HIR MBS .

FRATGEVE B Hh e R R R RO, 160 1K

< outputtxt  outputtxt  outputtxt  outputtxt  OUtpULtXt  OUtputtxt  OUtpUttXt  outputtxt

Xt f@E EE

SHREERIUE: openwrt-11.19.2023-ramips-mt7621-linksys e5600-squashfs-factory.bin
SR 25821200 FH5

REEHESE: 2024-01-13 19:43:02

Signature 558

{448 openwrt-11.19.2023-ramips-mt7621-linksys e5600-squashfs-factory.bin
0x00000000 ulmage header,

header size: 64 bytes,

header CRC: 0x43BC676,

created: 2023-11-18 19:37:08,

image size: 3022052 bytes,

Data Address: 0x80001000,

Entry Point: 080001000,

data CRC: 066350186,

0S: Linux,

CPU: MIPS,

image type: OS Kernel Image,

compression type: none,

image name: "MIPS OpenWrt Linux-5.15.137",
0x000015BC  Copyright string: "Copyright (C) 2011 Gabor Juhos <juhosg@openwrt.org>",
0x0000168C  LZMA compressed data,
properties: 0x6D,

dictionary size: 8388608 bytes,

uncompressed size: 10017917 bytes,
0x00400000  UBI erase count header,
version: 1,

EC: 0x0,

VID header offset: 0x800,

data offset: 0x1000,

Ui sy NS, AT — 2 ACRS T IXAS bl R PRSP, BAB s B L 2, S8 AT FEBICRY

check mbr.py:

import struct

# AT RERE
disk = open(r’./openwrt—11.19.2023 —x86—64—generic—squashfs—combined.img’, ’rb’)

# 1% BMBR
mbr = disk.read (512)

# AT MBRY &9 2 X &
def parse_mbr (mbr):
#AORRKNG 465 F 4, HEANARAE 16FF, £ KA
part__table = mbr[446:510]
# A ey Ry XA R A 0205 K 020F
ext_types = [0x05, O0xOF]
#mmy Rk, RATEorR
for i in range(4):
#BENRAGEM A IFFTRE + 3F P REBRL /@ / AR + IFFEE + 3F
part_entry = part_table[ix16:(i+1)*16]
# ORIy RRA
part_type = part_entry [4]
# WREYESR, @R RR PR RHK
if part_type in ext_types:
part start = struct.unpack(’<I’, part entry[8:12])[0]
) [0]

part_size = struct.unpack(’<I’, part_entry[12:16]



return part_start, part_size
# W REFXRBY Eo R, 1&E None

return None, None

#OERRY AR P EHRyREL
def read ext(disk, ext_ start, ext size):

# YR Kby AL s e bk

ext base = ext__start
# BRI A
log_parts = []

# VBT I EEA AR g K

while True:
# EWEHE SR TR
disk .seek (ext_start x 512)
log_boot = disk.read (512)
# BZHESRGDRERENG J46F T4, BNAERRELI6FT, RAMAADS LIRA K
log_table = log_boot[446:462]
#H—ARAMAT BATEH R
log_entry = log_table[:16]
# RBEHRSRYRE R o R, A F S5 FmK
log start = struct.unpack(’'<I’, log entry[8:12])[0]
log_size = struct.unpack(’'<I’, log_entry[12:16])[0]
# AT HEHR S RaGErT AR, A TRE
log start 4= ext_start
R LR ER N LR IR S
log_parts.append ((log_start, log_size))
#HARTAMAET T-AEH )R FRENEE, MY T EASRK
ext_entry = log table[16:32]
# ORI T —AZHEyRay5] 5 mRagAa4E KX PR R
ext start = struct.unpack(’'<I’, ext_entry[8:12])[0]
ext size = struct.unpack(’'<I’, ext entry[12:16])[0]

# R T AZESRNI FRRYREBRR A0, RFERFELSEHE SR, EEHBIF
if ext start =— 0:
break

#EN, THT-AEHEHSREHNFRRERERE, MY TRAE
ext_start += ext_base

# AW iF R Pk

return log_parts

# HB =N~ RAETLTESE squashfs T

def is_squashfs(disk, part_start, part_size):
# FEBR SR INFT , squashfs THWBERFTH A’ s’ ¢ s’
disk .seek (part_start x 512)
magic = disk.read (4)



# o R E squashfs X, BB True, % W iAW False

return magic = b’hsqs’

# I —A R Py squashfs TH

def read_squashfs(disk, part_start, part_size):
# Ry RO TRKE, BE—AFF$
disk .seek (part_start x 512)
data = disk.read(part_size x 512)

return data

# R4 — A squashfs X
def unzip_squashfs(sqsh):

#EXZETAERA G = F ERF AR A% S RMBEY% squashfs XM,

import squashfs
# £l — A SquashFS3t %, 15 N squashfs X Hoag 57 &
fs = squashfs.SquashFS(sqsh)
# i squashfs X P ey P X4 B X
for entry in fs.list ():
# AT LM RB F oy 8 Fe Ko
print (entry .name, entry.size)
# W REIH, TAEREINE, #ld
if entry.is_file ():

content = fs.read(entry)

AR EHEITRIE, PR G RERF R TE R

# o

# ORI 4 Ry AL 48 3 3k Fe KO

ext_start, ext_size = parse_mbr (mbr)

# W REET ESR, AT EH R
if ext start and ext size:
# BT RS RPHEHERE L
log_parts = read__ext(disk, ext_start, ext_size)
# b AT S K
for part_start, part_size in log_parts:
# F L B4 squashfs XA
if is_squashfs(disk, part_start, part_size):
# i3I squashfs X

sqsh = read_squashfs(disk, part_start, part_size)

# FE)EY% squashfs X
unzip_squashfs (sqsh)

# R RS
disk . close ()
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test .py:

import binwalk
import os

import datetime

def format_result(result):
# X ER, AREITHRUET PRTHFELR
formatted result = 77

for line in result.split(”,,”):
formatted result 4= line.strip() + ”,\n”

return formatted result

def get_file_info (file_path):
# ORI L, @K DR B 15 et
file_size = os.path.getsize (file_path)
last modified time = datetime.datetime.fromtimestamp (os.path.getmtime(file path)).

return file_ size , last_modified_ time

def process_firmware_ file (input_file_path, output_file_ path):
try:
#AEEMANLHBERT FE
if not os.path.exists(input_file path):
raise FileNotFoundError (f” X4 {input_file_path} ANfFLHE.")

# R HAE 8

file_size , last_modified time = get_file info (input_file path)
# F B FTWAT ‘binwalk —signature firmwarel.bin firmware2.bin
# EFTAER  quiet=True’ FIH EF 4 binwalk #Hd .

'w’) as output_ file:

with open(output_file_path ,
# b LHE R
output_ file.write ({” 4 M1 45 B X4 : L{os.path.basename (input_ file_path)}\n”)
output_ file.write (f” 3¢ K/ :L{file_ size},FF\n")
output_ file. write (f” f J5 18 e i} [A] : L{last_modified time}\n\n”)

# R ERRHKNE S

erase_count = 0
for module in binwalk.scan (input_file_path, signature=True, quiet=True):

# binwalk.scan W HFA CRAT R o BT £

output_ file. write ("%syugH :\n” % module.name)

11



# A L — A R L2 A None
prev_ file__path = None

#FNABRERE AN ERF LR, MAKITREEADZ R,

for result in module.results:

# 1 F os.path.basename FI XM 4%, # %R 7~ 7 Likiz
file_name =

os.path.basename(result . file .name)
#UEREHEE ARG LR ENR,
if file_name != prev_file_path:
# L L
output_ file. write (" X4 :u” + "%s\n” % file_name + ”\n”)
# LA LA R R

prev_ file__path = file_ name

B R E G LR AR

A B IZ I T E R, BAME LR

formatted result =

format_result (result.description)

output_ file.write (70x%.8X uu%s\n” % (result.offset , formatted_re
#OEEWEAE AT AT AARBIHMEN NS
if "UBIgerasecount” in result.description:

erase_count 4= 1

# AR B TR R TSR

output_ file.write (f”\n B # R K 4L :  {erase_count }\n”)
print ({745 &2 5 A u{output_file_path}”)

except FileNotFoundError as file_not_found_error:

# AR KRKE, WK FileNotFoundError J¥ % JF % 48 5 a9 458 13

a.
print ({7 C{F K #% 2 45 1% - L{file_not_found__error}”)
except Exception as e:

# WK AMEF T, A B AAEEIREE

print ({7 &% u{str(e)}”)
# B E L
firmware input_path = 'C:/Users/27719/Downloads/python_course design—master/python_co
output_result_path = ’output.txt’

process_ firmware_ file (firmware_input_path, output_result_path)

display_results.py:
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import tkinter as tk

from tkinter import Scrollbar
# 8 GUIE =

root = tk.Tk()

root . title (" Argi ™)

# NSRRI AT 4R

file_path = ’'C:/Users/admin/Downloads/python_ course_design—master /python_ course_ design

with open(file_path, "r”) as file:

result_text = file.read()

BlELARERE T oK SR
text_box = tk.Text(root , wrap="word”)
text box.insert(”1.0”, result text)
text__box.pack(side="1left”, fill="both”, expand=True)

# ORI E A AR RO R B LA E
scrollbar = Scrollbar (root, command=text box.yview)
scrollbar .pack(side="right”, fill="y”)

text__box.config (yscrollcommand=scrollbar .set)

# E 4T GUI
root . mainloop ()

§3 L&

.

§3.1 4 Lt
Lo /NS GRS SATTRE AR LINUX $4, S AU, b [ 4 SO
2. /NS AR T8 15T binwalk MEFTECESCPE, 2047 BLIETN A, ST I () SOk
3. NSRRI TS GUI 4Ry, SO S PPT i1, FUiefbir il faY 4 S0k .

§3.2  fROII R

VEANIL 105 Pel e RIS BRI 2

check mbr 2P JEEE MBR (E5[34905%), M XK, REIP R KIEIGHIERIR /N K5
BERY R KA X AR S, RS R K2R SquashFS SUPFRSE, AR5 NELHOH
i

test F2 /7 TR 40 A R SCPF AT binwalk 3138, IR R4S R B S0 . 7o ek A A
AR PR SO A R AP AE , ARG AROCCIEE,, AAE SO IR S B U TA] . 32 TR binwalk A
P, FRRER S B H ik S rh s TEACHRER AR, BT Sl TR TR (FEIX A
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THEZOREARR) , WG TR RS R RBR, Fh SO RS CUE A A S i A
Heo BEFFIOESCT — LR 8, ARSI A R AR5 B B AL

display results F£/7 /&l Python 9 tkinter FEQIE T —MAHAY GUL %710, M 2R Z BB 7>
Prai R scAs . B E e tkinter G T — N6 1, BLEHE HATREDY “TEER" . SRIE MR
BT R, HREE R SR WRTE— N SCARKES . Ji4h, BFIEQIE T — R HIRE &, HRH A E S
SCAAE, DASEAESCA N A 1 Kl DA TR Sh &

§3.3 FELDR

CLHIA ¥ —A> al CAR R s th 25 o ARG, BRATTWI T o (i Bty ol 2k

A UBOOT AR, anfr CEAR M 1

(o PO R B, HERRS R, AR superwrt I openwrt

2] 7 LINUX g AZUHIR, 4 LINUX 731X squashfs #50, LINUX j53fjife

FNTr] ASEE (LRI rootfs AN REIISCIERSE, HiEkE| A Oy LINUX 5548 E, SCBU B
SCIERI T

TE4ME check mbr REFFHERES, FATFE TUMEA] Python Yy struct kAT — 3k il B i) i
Hr, MIMEEBCRI AT AL MBR A1y AR B 380, JATH 1 1 Al S ORI A B2 P i 7 Ji 20 XA
Y RAGE . WX BARF, FATEE T T AW 2 X bR A S R AR S (X B2 HI 2 A
5 squashfs SCUF) , DASCANAT SSEIBURIAR s 40 1 B4R SR ALY SO o TR 52 i S AT A AL B 23 7 X P
Feit, BATRZORE] T BRI M SIE AR TR P SO T B . IRy, X B e, it
STUTRINSE =072 (FGA squashfs-tools JA) SRALFIARRE HARY S, X I T FRAY AT i) JEL
5

test.py F2/7 e T AL B CESCORRg e A i 45 2R, FRaA 3 T AT () Python F os. binwalk Fl
datetime S5 FERFRIPOCHFAE EIF AT SCPFIAH o X BURR X SO AR BEAN S AL AT T SR AR BEAR o it
X SO R, FRATEIRAR T ## 7 i B2 fash 0 A R EEROE R, B FRATX T HAE S 2R
AR A T 2 AAH .

display results F£/5 M2 ] tkinter FEAIE GUI % 1, /R T AMAPERE 0 45 5 DA RIE S T 3
EHG M WS, KT T tkinter FERIFIAT, 2] T UM OIS 1. SCRERIRSIA, DA
LA SCAR SO R A A R H ok

TP NTERAR R T, TR AR EZ . X80, Q18 GUI %4 WFEK, PEREEH T
PARK AR PP 1 4 S AN B R 3. 7340, G 5k SeRR i ek 1 R DA BE D AN B DAL FRBE Ty,
B T . BRI, XA RN Python Jiery L by A T HERZIRINR, oy AE
g e ) S fit 7 Rl . ARSI M2, AT (E AR R SOz ] Python fef#sk
S )

§3.4  FEHING i
U5 R AT IR S 00 ﬂ:'}?ﬁ% lJﬂj XA SIS, A7 RS fERkRR JC MR
HORR A SKETHIESMAT 790280 1. IIRIFRI—JoBim, 21— r2sil, siraifIirsesl, ©

PR BB TR SR I A E S, (HXAEARCRE Lol 1 3 10930 TGy Roebs il i 2 > RigR ik
Jio PRSI, 85 TORSEvrms whsrl, el by AR 8 TIEP ak8ise .

L EPEN

https://github.com/matteomattei/PySquashfsImage PySquashfsImage Tji B it bt
https://github.com/plougher /squashfs-tools squashfs-tools Tii H #ht
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debian ‘B 5 Y

https://juejin.cn/s/

https://blog.csdn.net/hcub555 /article/details /115005114 1% H %
https://github.com/ReFirmLabs/binwalk binwalk i H #iil:
https://www.dwdvb.com/neoprogrammer-new-update-v2-2-0-10/ neoprogrammer
https://openwrt.ai/ 3k H GITHUB JFE5i H ) OPENWRT [E {4 (24 9mi% 1))
https://www.superwrt.com/ superwrt [ {f-#bi
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